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THE CELLCLU TELEco~t~~~ICATtOt'fSL"lifDliSTRY ASSOCI."T10~

THE PtUOHAl. COM.~t~lCAtlO~S lNDVSTRY ASSOClAT!ON

THE TtLEcoMMtJNICAnONS L'COuST1lV ASsCClATION
THE UNITED STAtts T£UPHON[ ASSOCtATYON

~tarcn 20. 1991

The Honcrable Janet Reno
U.S. Del'uuncnt atJusti~c
Tentil a.nG Conaunnion Avenu.. N.W.
Washin,tcn. DC 20530

Dcar AttDmcy General 1\cno:

Thank you for your teClllt letter. ctarif)'inl s.vaal issues raiscci ae cur l~t
meeting with Assistant Auamcy Ciencn1 SteVe Collate and. the fBt. We glac11y 3CCCpt
your offer of fu:Uscr alarific:atioft Oft the FBI'.5 Final Notice ofCal*ilY.

We are cQt\eemed.nowever. at omertomaininl Qivlsions becween inci",suy and
the Oepanmem of lUUic:e - panicularly the FBI's insW:acc c1W the Gomplianc:c deac1line
will amy be exteftdecl for c:arri.ers chat qm co proVide all rUne oiche "pwu:hlist" items as
weli as the Bura",'s (ail~ to rec=DpUZ.1hatcDIIlpua.aca is oa! rnsanably achievable
~ithin the cumnt Statutory c1eaci1ine for CWTeftUY ia.sta11eci or deployed technologies.

tt iii WU'euoftab.. to uk indUSU)' to p\&flue ilft&'lemenwion of the pWlchHst
featutes at this time wbeD neither the FBt aor the Eftlwal1 Surveillance Scanciard (ESS)
Committee hu developeQ detai1cc1 and staneianlizcc1 sp:cificaUoas Cor these requirementS.
This is. in .sseaee. I clllftlftCl thai if imiL.LSUy WUIIS an extension it must abamion its
deeply heW Yiews aboutwtw feacufes CAllA rc~u.i:es. Filially. failure to c1eem
cun-el1t1y insIalled or ~loyecl cechAololle. in cDftll'limcc will shift ceslS unreasonably
to iftclusay aftd. impose C:Qmplltiti~e disaQvantalCS between different~Irs and
tec1molol_

For cbIM rasoas. we wowel understand if you decide. u you halle prIYiDusl)'
indicatcC. that Uu: bcR r=ol.woQ DE rhia i..... is U) nquat a biDCWsI dctenninauol\ from
the Feclcra1 Conuftumcauons Commission.. Such a requ_ will ClOt affect indusU'Y'S
wUlin.ness 10 pani;ip_ in eichet me 6<k1ay pricinl exercise Cltscussccl at oW' mming
Oft Friday. Malek 6, 1991. &he on-Ioml ESS effon. or iIuiumy's commitment to c1eveiap
CALIA sotU1ions for fu.=e teehnolGlies.
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We 3ppreciue yOW' ~OftCil1Ueci. personal involvement in these: ::!Ol't! and hope that
an et"ficicn.t tmph:m=nwioft ofCAL.EA willlooEl b. possible.

'­'_dr,.CIa1111 gllWlrNw _
..-.., ......ill

Sincerely.
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pusmENT.

TELECOMMtJNlCATIONS INDUSTRY ASSOCIATION

BEfOU THE CRIME S1JBCOMMITrEE 0'

THE HOUSE COMMlnEE ON 111£ JtTDIClARY

OetoiNr 13, 1997
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Thank you Mr. Chairman for giving me th! opportunitY to a~~=ar before ~'CU ~nd

the other ciisting~ished. members of your committee. No one can dispute that rh.es~ hc:arinas are

timely ~nC necessa:y. My l1ppnnnc:s: today is on behaif of the members of th~

Telecommunil:itioa.s lmiusuy Association r'nA"). nA rep~.5Cnts more than 600 L"nitec1 Swes

companies that manufacuue and supply t~ eqUipment that is the bas:kbcnc of the

tel~ommunic:ations industrY - from switches for landlinc. cellular. PCS and satellite systems to

pasers to two-way racUos.

(m12lementanon of the Communieauons Assistance for law EnfOrcement Act of

1994 ("CALEA") is at an impasse that i.nclusuy aDA govemmenc have not bce!1 able to brw.

ConlRss intended t!w mast of the implementaUol1 of the aet would have occUlTCd by the a~tl$

founn annivcrsa:y. October 25. t991. R.ean:nably. for t~ reasons I will discuss below. that

cleaclline Camlot be met

I am pleased ta report. however. that in the put Wftk muufacNms nave

received a number of promisinl siaaab from the FBt. After seveml menths of beine e~clw1ed

from meeungs. last week TIA and several manufacturers were ~ntaetee1 by Mike Warren. the

t\cw seCUDn heacl for the CAl.E.A lmpJcmenwian Section at the FBI. He asked for a series of

m~ctinp and has offcreci to cater inro IOod faith nel0riations with 1M manufacturers. with ttie

hope of ac:hic\'U\11n qre.ftlea, Oil CALiAl1 capabilitY requirements.

Un.fortwwcly, mis is not the t'1rst time that sw:b aD ~peal hu been mace by the

FBI. I..D. maliy wayS.' the FBI's GurtCftt requat il reminiscent of those we received wtlen we rim
began the stIIldards prac:ess ill eariy 1995. immediately after the passaiC afCALEA.

At that time. _ ·FBI approacbed. TlA ami uUd., unclerstMdlbly. la be invol\'ed

in the staDdarcls process. 1tA was Slid to weLcome the FBt into cbr: prooas. ~inl chat with the

constructive participation of la* enforcemnc we would be able U) azrivc at • ItliDGarcL mat \oIIK

00v'ON
II...JTr2l..... CU:~..~T·~ ."lr...J----U....I
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acceptable to all panics, [nc1ccd. as retl~c:teci in our Enginc:mna ~anua.l. TlA h~ Jl~\;lYS

t:ncouraged the active participation of lovcmment entities in our sta.nd.arcis process.

Unfort\lnately, our attempts co avoid ~onfrontatioA and at gocd faith negotiation

""'ith law erUcrcl:ment h.ave put us when: we are tociay: a yeat away ftcm the compliance

deadline and Still without a standard to wbien to build.

B. The Standards Procell

As the praidenc of TtA. 1 am. in a uniQUC position to comment on the lndustt"f

swu1ard.s pMCCU IN'1 now w. vriwc1 at our cumnt situation. nA. as an institution acc:m1itct1

by the American Nuional SWlCianb [nstitul' (ANSI)......as selected 'by the telecommunications

indusuy to promu111le the industrYs CALEA staDdani

Upon passage of CAL.EA. nA ptomptJy initiated & staadards program. nA set

an ambitious ~cWle •• hoping to complete the sWldarcl on an cxuemcly .xpeciiaci buis,

Although there were some subSWltive c1iu;reemcats wtth11lln4UsU'y (1.1 th=c aJways are ir. a

startdan:is process), these were resolved OD a fairly rapid basis.

Oisqreements with the FBI. however. were not so easily resolvec1. It graauaHy

became apparent that law enforcement anel inc1umy had. markedly different intef1'tCtattons of

what was required under CALEA.

In fetrDSl'Cd, we should have dane what CALEA provides: passed the features on

which inci\&S~ a;reecl as the indumy "safe harbor' SWldarcllDci toid 1M FBI that if it considered

this standarcltobe de&iaac it shoWci chali,na' the standard at the FCC. IDSteui. however. we

ac:cel'tel1 repelled FBI requests for more consultation. more meetinp. and. more ciraIts - aU in

the hopes or arriving at some u:c:eptable midclle ground where me FlU aDd industrY could reach

COftseftSLIL

In *1. far the past NiIO ana a balf yeas, & vllt majority of tb.c st.melarcis meetings

were dC\'oaed. CO addressiftllaw cafcr=me!l~s c:oacems ancl scekml ssh aD ag:eement.

- 2 -
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SUMMARY

AT&T Wireless Services, Inc., ("AWS") I Lucent

Technologies Inc., ("Lucent II) and Ericsson Inc. ("Ericsson 1/)

bring this petition under Section 107(c) of the Communications

Assistance for Law Enforcement Act ("CALEA"), 47 U.S.C.

§§ 1001 et seQ., seeking an extension of CALEA1s October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

This extension request is urgent. Further development of

a CALEA solution in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a ll point of no return ll whereby

development commitments toward the existing standard will

become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension as soon as possible, effective

October 25, 1998, for the full 2-year period.

[10 194-o080/extensionJ 3131/98



Before the
FEDERAL COMMUNiCATIONS COMMISSION

Washington, D.C. 20554

In the Matter of )
)

Petition for the Extension of the )
Compliance Date under Section 107 )
of the Communications Assistance )
for Law Enforcement Act )
by AT&T Wireless Services, Inc., )
Lucent Technologies Inc., and )
Ericsson Inc. )

To: The Commission

PETITION FOR EXTENSiON OF COMPLIANCE DATE

AT&T Wireless Services, Inc., ( "AWS") I Lucent

Technologies Inc., ( "Lucent II) and Ericsson Inc. ("Ericsson II )

bring this petition under Section 107(c) of the Communications

Assistance for Law Enforcement Act (IICALEA"), 47 U.S.C.

§§ 1001 et seq., seeking an extension of CALEA's October 25,

1998, compliance date to at least October 24, 2000, because

CALEA-compliant hardware and software will not be available

within the compliance period.

I. BACKGROUND

A. Petitioners

AWS is a wholly-owned subsidiary of AT&T Corporation and

is the leading provider of wireless communications services in

the United States. AWS is a IItelecommunications carrier ll as

[10194.Q080/cxtension) -2- 3131/98



that term is defined in Section 102(Sl of CALEA. 47 U.S.C.

§ 1001(8) (B) (i) (lla person or entity engaged in providing

commercial mobile radio service (as defined in section 332(d)

of the Communications Act of 1934 (47 U.S.C. § 332(d») II) As

such, AWS. is obligated to meet the assistance capability

requirements of Section 103 of CALEA for equipment, services

or facilities installed or deployed after January 1, 1995.

To meet these obligations, AWS must consult, as

necessary, in a timely fashion, IIwith manufacturers of its

telecommunications transmission and switching equipment and

i~s providers of telecommunications support services. II ~ 47

U.S.C. § 1005(a). AWS has done so on a continuous basis since

it first proposed the standardization of electronic

surveillance requirements in 1995 under the auspices of the

Telecommunications Industry Association (IITIA"). 1

Lucent Technologies designs, builds and delivers a wide

range of public and private networks, communications systems

and software, data networking systems, business telephone

systems and microelectronic components. Lucent is one of

AWS's telecommunications equipment manufacturers. Lucent has

participated in the standards process from the outset in order

to make available, on a reasonably timely basis and at a

1 AWS took the industry lead in proposing the standardization
of electronic surveillance requirements with the full support and
encouragement of law enforcement. AWS also provided the chair of
the ad hoc subcommittee. Finally, AWS, by letter agreement with the

[10194-o080/extensionJ -3- 3131/98



reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

Ericsson designs, builds and delivers a wide range of

public and private networks, communications systems and

software, data networking systems, business telephone systems

and microelectronic components. Ericsson is one of AWS's

telecommunications equipment manufacturers. Ericsson has

participated in the standards process from the outset In order

to make available, on a reasonably timely basis and at a

reasonable charge, such features or modifications as are

necessary to permit AWS to meet CALEA's assistance capability

requirements.

B. The Industry Standard

The Commission is well aware of the history of the

development of the industry standard and its adoption on

November 20, ~997, as an interim standard. 2 The Commission

also knows that the Federal Bureau of Investigation ("FBI")

has long claimed that the standard is deficient because it

Department of Justice, funded the editorial function until CALEA
funds became available to reimburse AWS (which has yet to occur) .

2 ~ In the Matter of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97­
213, FCC 97-356, released October 10, 1997 (hereinafter "FCC NPRM"),
, 44 (recognizing that the industry standard was pending ballot
comments) j see also FCC NPRM Comments of TIA, filed December 12,
1997, at 6 (advising Commission that TIA had approved and published
J-STD-025 as TIA interim standard) .

[10194..()()80/extension1 -4- 3131198



does not include certain enhanced surveillance functionality

that law enforcement deems important. 3

On March 27, 1998, the FBI challenged the industry

standard as "deficient" by filing a petition with the

Commission under Section 107(b). Further, privacy advocates

filed a deficiency petition on March 25, 1998, claiming that

the existing industry standard goes too far in providing law

enforcement certain capabilities and fails to protect the

privacy of communications not authorized to be intercepted.

The Commission now must establish by rule, on the record

and with public comment, the technical requirements or

standards necessary to implement the assistance capability

requirements of CALEA. 47 U.S.C. § l006(b). With the industry

standard now in a de jure limbo, the development of CALEA­

compliant technology must await the outcome of the

Commission's proceedings. 4

As the Commission knows, and as the FBI itself has

recognized, the ordinary development cycle for hardware and

3 ~ FCC NPRM Comments of FBI, filed December 12, 1997, at 37-
38.

4 It is not the purpose of this petition to comment on the
FBI's deficiency petition. Petitioners recognize that the
Commission may provide a reasonable time and conditions for
compliance with and the transition to any new standard as part of
that rulemaking. 47 U.S.C. § l006(b) (5). Petitioners believe that,
at a minimum, the extension requested in this Petition should be
granted, but ~eserve the right to seek a longer period of time based

[10194-o080/extensionI -5- 3131198



software is 24 months after promulgation of a standard. s

There is no dispute that the standardized delivery of

electronic surveillance information is critical to the

efficient implementation of CALEA. Indeed, law enforcement

itself depends on the development and implementation of a

standard to develop its collection equipment necessary to

receive surveillance information from carriers. 6 Accordingly,

the absence of a stable standard ensures delay in the delivery

of CALEA-compliant technology and underscores the need for an .

extension of the compliance date.

C. Commission Procedures for Extension

In the FCC NPRM, the Commission stated that October 24,

1998 is the last day by which an extension may be sought and

that the Commission may grant an extension of time until

on the complexity of, or any additions to, the industry standard as
a result of the deficiency petition rulemaking.

S ~ FCC NPRM Comments of TIA, at 9 (nStandard industry
practice requires 24-30 months of development before manufacturers
can even release a software package containing new features."); ~
alaQ Department of Justice Communications Assistance for Law
Enforcement Act Implementation Report to Congress, January 26, 1998,
cited in FCC NPRM Reply Comments of Cellular Telecommunications
Industry Association ("CTIAn), Attachment D.

6 It is the understanding of Petitioners that no contracts have
been let by the FBI for the development of collection equipment.
Thus, even if a carrier was poised to deliver electronic
surveillance information consistent with the industry standard or as
enhanced by the FBI punch list, law enforcement would not be able to
receive it. This further supports the validity of an extension.

(10194..Q080/extensionJ -6- 3131198



October 24, 2000. 7 The Commission did not promulgate specific

rules for submitting requests, but proposed to permit carriers

to petition the Commission for an extension on the basis of

criteria specified in Section 109 to determine whether it is

reasonably achievable for the petitioning carrier to comply.s

In its initial and reply comments to the Commission, AWS

suggested that the proper criteria for approving a carrier's

extension request is a showing that the technology necessary

for compliance is not commercially available. 9 That is the

Section 107 test for an extension. 1o No other test should be

applied to this petition. The Commission has not promulgated

any other rules or guidance for an extension under CALEA.

II. APPLICABLE LAW

A. Petition for Extension

Section 107 of CALEA provides that a telecommunications

carrier proposing to install or deploy, or having installed or

deployed, any equipment, facility, or service prior to the

7 ~ In the Matter of Communications Assistance for Law
Enforcement Act, Notice of Proposed Rulemaking, CC Docket No. 97­
213, FCC 97-356, released October 10, 1997, ~ 49.

B Ll..., ~ SO.

9 ~ FCC NPRM Comments of AT&T Corp., filed December 12, 1997,
at 24; and FCC NPRM Reply Comments of AT&T Corp., filed February 11,
1998, at 10.

[10I94..oo80/extension) -7- 3131198



effective date of Section 103 of CALEA may petition the

Commission for one or more extensions of the deadline for

complying with the assistance capability requirements of

CALEA. 47 U .S.C. § 1006 (c) (1). On its face, Section 107

petitions apply to 11 new II equipment, facilities and services

that are not sUbject to government reimbursement; that is,

equipment, facilities or services installed or deployed after

January 1, 1995. 11

The FBI has defined "installed or deployed" as follows:

Installed or deployed means that, on a specific
switching system, equipment, facilities, or
services are operable and available for use by
the carrier I s customers. 12

Under this definition, a significant amount of AWS's current

network was installed or deployed after January 1, 1995. 13

Further, AWS continues to install equipment, facilities and

10 Of course, the reasonable achievability test may be relevant
once the price of CALEA-compliant hardware and software is known.

11 &:A 47 U.S.C. § 1006 (c) (4) (IIAn extension under this
subsection shall apply to only that part of the carrier's business
on which the ~ equipment, facility, or service is used.") (emphasis
added). Any equipment, services or facilities installed or deployed
prior to January 1, 1995, is deemed to be in compliance with the
assistance capability requirements of CALEA until the Attorney
General agrees to reimburse carriers for the costs of retrofitting.
~ 47 U.S.C. § 1008(b).

12 &:A 28 C.F.R. § 100.10.

13 Neither AWS nor the telecommunications industry agree with
the FBI definition of "installed or" deployed."

[10194000S0/exletlSion! -8- 3131198



services throughout its service areas. CALEA-compliant

solutions for equipment, services or facilities installed or

deployed, or proposed to be installed or deployed, during the

compliance period simply are not available.

B. Grounds for Extension

Section 107(c) of CALEA provides the following grounds

for granting an extension:

The Commission may, after consultation with the
Attorney General, grant an extension under this
subsection, if the Commission determines that
compliance with the assistance capability
requirements under section 103 is not
reasonably achievable through application of
technology available within the compliance
period.

47 U.S.C. § 1006(c) (emphasis added). As noted above, neither

of AWS's primary vendors will have CALEA-compliant technology
.

available within the compliance period or for up to two years

thereafter.

As the Commission no doubt understands, manufacturers

have not been idle. However, further proceeding with current

development in the face of the unstable industry standard

would expose the vendors to potentially enormous expense of

money and engineering resources because any modification to

the existing industry standard could require significant

changes in Lucent's or Ericsson's individual CALEA solution.

Given the current stage of development, both Lucent and

Ericsson will soon reach a "point of no return ll whereby.

development commitments toward the existing standard will

[IOI94-0080/extension} -9- 3131198



become irreversible. Thus, AWS and its vendors require an

immediate response to this extension request.

C. Length of Extension

Section 107 provides that the Commission shall extend the

compliance date for the lesser of two years after the date on

which the extension is granted or the period the Commission

finds is necessary for the carrier to comply. There is no

dispute, even with the FBI, that it takes up to 2 years to

develop technology to an industry standard. Carriers then

need time to field test and deploy the technology. Thus, 2

years may not be enough time to meet the assistance capability

requirements of CALEA and further extensions may be necessary.

Accordingly, AWS, Lucent and Ericsson request that the

Commission grant the extension, effective October 25, 1998,

for the full 2-year period.

D. Conditions for Extension

AWS, Lucent and Ericsson have a statutory obligation

under Section 106 of CALEA to continue to consult and

cooperate to ensure that CALEA-compliant hardware and software

will be available on a reasonably timely basis and at a

reasonable charge. No other terms or conditions are necessary

or appropriate in granting this petition. 14

14 Petitioners do not believe that the Commission should, or is
empowered to, impose other terms or conditions on this extension.
Section l07(b), unlike an extension petition under subsection (c),

[ I 0I 94.Q080/extensionI -10- 3131198



E. Obligations Pending Ruling - Tolling

Section 108 of CALEA permits the Attorney General to seek

an order in federal district court to enforce CALEA. 47

U.S.C. § 1007. CALEA authorizes penalties of $10,000 per day

per violation. 18 U.S.C. § 2522. Further, standing alone,

and without an extension from the Commission or other relief,

the absence of a stable standard does not relieve Petitioners

from their obligations under CALEA. 47 U.S.C.

§ 1006(a) (3) (B). Thus, if the Commission fails to act on this

petition by October 25, 1998, Petitioners could be subject to

an enforcement action even though this extension petition was

more than timely filed.

Accordingly, Petitioners request that the Commission

expressly toll the CALEA compliance date during the pendency

of this petition in the event that the Commission requires

longer than the remaining time in the compliance period to

decide this matter. Further, if the petition is denied,

Petitioners request that the Commission grant a reasonable

period of time thereafter to permit Petitioners to comply with

the Commission's decision.

explicitly authorizes the Commission to provide a reasonable time
and conditions for compliance with and the transition to any new
standard, including defining the carrier's obligations under
Section 103 during the transition to a new standard. No such
authority is granted to the Commission under the provisions of CALEA
pursuant to which this extension is sought.

{IOI94-o080/extension] -11- 3131/98



F. Petition Procedures

CALEA does not specify the nature of the Commission's

consultation with the FBI under Section 107. However,

Congress made clear that accountability was to be the hallmark

of CALEA, stating that "all proceedings before the FCC will be

subject to pUblic scrutiny, as well as congressional oversight

and judicial review. illS Thus, the Commission's consultation

with the Attorney General must be on the record. 16

lS ~ House Report No. 103-827 at 20, reprinted in 1994
U.S.C.C.A.N 3489, 3500 (emphasis added).

16 This petition is not based on proprietary or confidential
information. There is no reason, therefore, to conduct a closed or
restricted proceeding.

[I 0194.()()80/extensionl -12- 3131/98



III. CONCLUSION

For all of the reasons set forth above, AWS, Lucent and

Ericsson request that the Commission grant a two-year

extension of the CALEA compliance date to October 24, 2000,

effective October 25, 199B.

Dated: March 30, 1998.

AT&T WIRELESS SERVICES, INC.

Douglas I. Brandon
Vice President, External Affairs and Law

1150 Connecticut Ave.
4th Floor

Washington, D.C. 20036
(202) 223-9222

LUCENT TECHNOLOGIES INC.

Dean L. Grayson
Corporate Counsel

1825 "Eye" Street, N.W.
Washington, D.C. 20006

(202) 756-7090

ERICSSON INC.

Catherine Wang
Swidler & Berlin

3000 "K" Street, NW
Suite 300

Washington, DC 20007
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